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Abstract 
We proposed a practical quantum bit commitment protocol that possibly requires less 
technological limitations on non-demolition measurements and long-term quantum memories 
and moves closer to be unconditionally secure. 
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Introduction 
It was proved that nonrelativistic unconditionally secure quantum bit commitment (QBC) is 
impossible [1,2]. Although some researchers disagree and have claimed to find counter 
examples [3,4]. Later, others have proposed practically secure quantum bit commitment 
protocols based on current technological limitations [5-7]. The technological limitations in 
question are the lack of non-demolition measurements and long-term stable quantum memories. 
Almeida et al have conducted a brief review of quantum bit commitment researches as of 2014 
[8].  
Quantum bit commitment is of great importance in that it achieves a task that cannot be 
achieved with classical means. Classical cryptography relies on the limitation of computational 
powers and algorithm efficiencies. But quantum cryptography can rely on technological 
limitations, which is a difficulty in another dimension. It is believable that in the foreseeable 
future practical quantum bit commitment protocols will remain secure. Quantum bit 
commitment is also an important primitive in quantum information processing.  
The advent of practical quantum bit commitment protocols has rendered the issue of 
impossibility of unconditionally secure quantum bit commitment less relevant. Since in real life 
situations it is always the practical ones that matter and it doesn’t matter whether a theoretical 
but unrealistic hacking method exit or not. Thus, it is worth to continue study the limit of 
practicality of practical quantum bit commitment protocols. Here we present a very simple 
practical quantum bit commitment protocol based on limitations in quantum non-demolition 
measurements and long-term stable quantum memories. But it has less stringent constraint on 
long-term stable quantum memories. 
Before going into detail, we give a brief definition of the problem of bit commitment. Suppose 
Alice wants to tell Bob she has made a choice between two options, say 0 or 1, but she doesn’t 
want Bob to know her choice until a later time. Meanwhile Bob needs to make sure Alice did 
have made a choice. So, they need to find a way out. 
Theory 
First, we show that the problem of finding a fully secure bit commitment protocol can be 
reduced to finding a partially binding and fully concealing protocol. Binding means Alice 
cannot change her mind after committing. Concealing means Bob cannot uncover the 
commitment before Alice reveals it. If there exists a partially binding and fully concealing 
protocol, then we can always construct a fully secure protocol simply by repeating the protocol 
many times. While it remains secure against Bob, Alice will have to avoid getting caught in 
every repeat in order to cheat, which is effectively zero. The simplest such protocol is a single 
qubit protocol: 
First, Bob sends to Alice a qubit in any one of the following states: |0>, |1>, |+>, |->, which 
satisfy the following relations: 
<0|1>=0=<+|-> 
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√2
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1
√2
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If the commitment is 0, then Alice uses 01 basis to measure it immediately after receiving the 
qubit. Likewise, if the commitment is 1, she uses +- basis. Later when Alice wants to tell Bob 
her committed value, she would tell Bob her measurement result, which includes the measuring 
basis she used, as well as the measurement time.  
It is obvious that such protocol is fully concealing since Alice did not tell Bob anything. But 
Alice will only have 75% cheating success rate if the qubit sent by Bob is neither non-
demolition measurable nor long-term storable. This protocol is actually the principle behind 
Danan and Vaidman’s protocol [5]. It is based on the famous BB84 protocol. 
Next, we chain this one qubit protocol into an n qubit protocol:  
Instead of Alice keeping the measurement result to herself, Bob sends Alice a second qubit to 
commit the measurement result of the first qubit, and likewise for subsequent qubits until the 
nth qubit, at that time she keeps the measurement result to herself. Specifically, if the 
measurement result is |0> or |+>, she must use 01 basis for the next qubit and similarly for the 
other case. On opening stage Alice tells Bob all her measurement results. The measuring basis 
of the first qubit will be her commitment. 
It is easy to see that this chained protocol is just as secure as the one qubit version while keeping 
the same technological limitation requirements. The first n-1 qubits can be long-term storable, 
as long as the last qubit is not long-term storable. But this protocol has the advantage of 
amplifying the noise incurred by Alice’s cheating attempts more efficiently, because Bob can 
construct the qubits in a way that most of Alice’s measuring basis are correct. 
Finally, we further evolve this n qubit protocol by requiring that Alice tells Bob the last qubit 
measuring result immediately after measurement.  
It is clear that Alice’s cheating success rate won’t improve. However, interestingly Bob’s 
cheating rate barely improves too. If n is large, Bob’s cheating rate will be effectively zero.  
Hence, we have created a practical quantum bit commitment protocol that doesn’t require 
technological limitation on long-term stable quantum memories. Yet it is as easy to implement 
as other practical quantum bit commitment protocols. 
Discussion 
Photon can be considered such a kind of qubit carrier whose non-demolition measurement and 
long-term storage are beyond technological reach in the foreseeable future. Thus, practical 
quantum bit commitment protocols will definitely be very useful in the foreseeable future. 
Practical quantum bit commitment protocols can be implemented cheaply with relatively 
simple technologies while requiring unrealistic techniques to break. The original unsecure 
quantum bit commitment protocols are actually secure within today’s technologies, but are 
much less future proof and thus not suitable for practical use.  
In practice, quantum bit commitment also needs to consider transmission losses and 
measurement errors. These issues have been discussed by previous works in the literature[5-6], 
which can also be applied to our cases.  
Conclusion 
We have created a simple practical quantum bit commitment protocol that we think offers 
useful properties and lessens requirement on limit of long-term stable quantum memories. Our 
main innovation is to chain multiple protocols to create new ones. We believe this is a very 
innovative idea that can be useful not only to practical quantum bit commitment but also to 
other quantum cryptography scenarios. 
Reference 
[1] Mayers, D., “Unconditionally Secure Quantum Bit Commitment is Impossible,” Phys. Rev. 
Lett. 78, 3414– 3417 (Apr. 1997).  
[2] Lo, H.-K. and Chau, H. F., “Is Quantum Bit Commitment Really Possible?,” Phys. Rev. 
Lett. 78, 3410–3413 (Apr. 1997). 
[3] Guang Ping He 2011 J. Phys. A: Math. Theor. 44 445305; 
[4] Mitra A 2000 Unconditionally secure quantum bit commitment is simply possible 
arXiv:physics/0007089v3 
[5] Danan, A. and Vaidman, L., “Practical Quantum Bit Commitment Protocol,” Quantum 
Information Processing 11, 769–775 (June 2012).  
[6] Loura, R., Almeida, A. J., Andr´e, P. S., Pinto, A. N., Mateus, P., and Paunkovic, N., “Noise 
and measurement errors in a practical two-state quantum bit commitment protocol,” Phys. Rev. 
A (2014). 
[7] Damgard, I., Fehr, S., Salvail, L., Schaffner, C.: Cryptography in the bounded quantum-
storage model. In: Proceedings of 46th Annual IEEE Symposium on Foundations of Computer 
Science, FOCS 2005. pp. 449–458. IEEE (2005) 
[8] Álvaro J. Almeida, Ricardo Loura, Nikola Paunković, Nuno A. Silva, Nelson J. Muga, Paulo 
Mateus, Paulo S. André, Armando N. Pinto, "A brief review on quantum bit commitment," 
Proc. SPIE 9286, Second International Conference on Applications of Optics and Photonics, 
92861C (22 August 2014). 
